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OFFICE: HOLDING SCHOOL OFFICIALS
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SCOTT FARBISH*

There is another kind of violence, and that is violence by talking. It can leave
you hurting more than a cut with a knife. It can leave you bruised inside.

INTRODUCTION

In 2009, the Prince family relocated from a small town in Ireland to South
Hadley, Massachusetts, a region of the New England state with a strong Irish
heritage. 2 The Princes rented the top floor of a house near a high school where the
oldest daughter, Phoebe, attended. 3 In the fall of her first year at the high school,
Phoebe caught the attention of a senior football star, Sean Mulveyhill, and they
dated briefly.4 However, Sean was also dating Kayla Narey, another high school
senior and member of the "popular clique" on campus. 5 Around October, Sean,
Kayla, and several other girls began texting Phoebe harassing names such as
"druggie" and "slut," and before Phoebe knew it, she had developed a bad
reputation as rumors about her swirled around school. 6 Other tormentors from her
school routinely sent her text messages and posted comments on Facebook, a social
networking website, calling Phoebe a "whore" and telling her that she deserved to
die.7

* Editor-in-Chief, CARDOZO J. LAW AND GENDER; J.D. Candidate, Benjamin N. Cardozo School of
Law, Class of 2012; M.S. Elementary Education, Pace University, 2008; B.A. Political Science, The
George Washington University, 2006. My three years as an elementary school teacher in N.Y.C.
provided valuable firsthand experience with the devastating consequences of bullying. I want to thank
my faculty advisor, Professor Myriam Gilles, and my Note Editor, David Feingold, for their critical
analysis that helped shape this Note.

I A Report of the Nat'l Assoc. of Attorneys Gen., Bruised Inside: What Our Children Say About
Youth Violence, What Causes It, and What We Need to Do About It, http://www.michigan.gov/
documents/bruisedinside_38596_7.pdf (last visited Aug. 28, 2011).

2 Erik Eckholm & Katie Zezima, Questions for School on Bullying and a Suicide, N.Y. TIMES,
Apr. 2, 2010, at Al.

3 Id
4 Id
5 Id
6 Id. See also Erik Eckholm & Katie Zezima, 9 Teenagers are Charged After Suicide of

Classmate, N.Y. TIMES, Mar. 30, 2010, at A14.
7 Eckholm & Zezima, supra note 2; see also Russell Goldman, Teens Indicted After Allegedly
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On January 14, 2010, Phoebe was seen crying in the nurse's office.8 Hours
later, as Phoebe was walking home, several girls sped by her in a car and hit her in
the face with a can of Red Bull.9 At 4:30 PM, Phoebe hanged herself in the stairs
of the family's apartment.' 0 Her twelve-year old sister found Phoebe hanging by
the very scarf that she had given Phoebe for Christmas.11 Following Phoebe's
suicide, nine of her classmates, including Sean and Kayla, were charged with
felonies, and some were charged with criminal harassment. 12

Phoebe's story represents the unfortunate reality plaguing our nation's
schools: traditional bullies are now using electronic forms of communication as the
newest method of bullying once school ends for the day. As the line between on-
campus and off-campus activities has become blurred with the ability of students to
send text messages, pictures and videos, and access emails and the Internet through
cell phones and computers, school officials are having a difficult time trying to find
an appropriate response to regulate student cyberspeech. 13  Because most
cyberspeech issues at school are linked to off-campus conduct, school officials are
unsure how far their authority extends beyond the school walls. 14 While these
officials often hesitate to discipline students for off-campus speech "without an
explicit nexus between the off-campus behavior and its material and substantial
negative effects in school . . . [they] fear they also may be held legally liable if they
do not act to protect students in their charge."1 5

The increase in school violence and numerous highly publicized student
suicides recently have highlighted the problem of cyberbullying,1 6 leaving
legislatures and school officials scrambling to enact tougher laws and impose
stricter disciplinary measures and policies to prevent such cyber attacks.17 As this
Note will argue, school officials should take all necessary steps to ensure their

Taunting Girl Who Hanged Herself ABC NEWS, Mar. 29, 2010, http://abcnews.go.
com/Technology/ThcLaw/teens-charged-bullying-mass-girl-kill/story?id=10231357; Sheila Weller, The
Bullying Stops Here, GLAMOUR, Feb. 2011, at 117.

8 Id.
9 Id.

10 Id.
I I Id.
12 Prosecutor. 9 Teens Charged in Bullying that Led to Girl's Suicide, CNN (Mar. 30, 2010, 9:53

AM), http://www.cnn.com/2010/CRIME/03/29/massachusetts.bullying.suicide/index.html?hpt=T1.
13 Brannon P. Denning & Molly C. Taylor, Morse v. Frederick and the Regulation of Student

Cyberspeech, 35 HASTINGS CONST. L. Q. 835, 866-67 (2008); see also Paula Reed Ward, Free Speech
Meets Internet; Schools Perceive Threats to Authority, PITT. POST-GAZETE, Feb. 5, 2006, at B 1.

14 Karly Zande, Note, When the School Bully Attacks in the Living Room: Using Tinker to Regulate
Off-Campus Student Cyberbullying, 13 BARRY L. REV. 103, 126 (2009) (noting that "the school's
authority to discipline cyberbullies over [off-campus] speech is unclear").

15 Kathleen Conn, Cyberbullying and Other Student Technology Misuses in K-12 American
Schools: Will Public School Administrators Be Held Responsible for the Consequences?, 244 ED. LAW
REP. 479, 480 (2009).

16 For purposes of this Note, the term "cyberbullying" will only refer to bullying in the context of
K- 12 education.

17 Well-known examples of such cyberbullying harassment of gay students who committed suicide
include 13-year old Seth Walsh and collcgc freshman Tyler Clementi.
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students' safety, even if the harmful acts occur off-campus, and recent case law and
state anti-bullying statutes exist that give officials authority to extend their reach
outside of the school. 18 While states are moving in the right direction by enacting
anti-cyberbullying statutes, state legislators are not taking enough of a leap to better
protect students from being continuously cyberbullied. The legislators must hold
someone directly responsible for failing to take steps not only to prevent
cyberbullying from occurring, but also to stop bullying once it has occurred. That
individual must be a school official who has been given notice that the
cyberbullying is occurring or has previously taken place. Currently, as several
states' statutes are written, as long as a school official files a simple report that a
bullying incident has occurred, the school employee is immune from liability.
Imposing harsher consequences, such as criminal liability or the mere threat that a
school official may be held criminally liable, would have a much greater effect in
reducing cyberbullying.

Although teachers should be granted tremendous deference in their countless
daily decisions when working with and educating students, the state laws that this
Note argues must be enacted would require these teachers to follow certain
protocols when they are either informed of or directly observe cyberbullying.
Upon further investigation, the teachers, if they ascertain that the student victim is
being cyberbullied off-campus, would have a mandated duty to report this
cyberbullying and take protective measures to safeguard that student from further
harm. The individual state statutes would detail the specific elements, but the
overarching penalty for teachers who do not follow such protocol should be
criminal liability for the teacher or administrator who merely sees or hears, but
does nothing.

Part I of this Note provides a general background about cyberbullying and
also reviews current state anti-bullying statutes that have recently been enacted in
response to tragedies like Phoebe's death to show that the current state of the law is
not sufficient to attack this national cyberbullying epidemic. Part II addresses how
state and federal courts have, over the last few years, blurred the line between on-
campus and off-campus activities to increase a school's liability when
cyberbullying occurs. Part III explores current legal remedies available to victims
of cyberbullying and then explains why such remedies are inadequate. Instead,
school officials should be held responsible for cyberbullying, rather than the more
traditional avenues of redress, such as suing Internet Service Providers, the bully,
or the school in tort. Finally, Part IV argues that holding schoolteachers and
administrators civilly liable has failed to empower these schools and school
employees to proactively prevent acts of cyberbullying; instead, legislatures should
enact laws that specifically hold individual school officials criminally liable for
incidents of cyberbullying that result in physical or emotional harm to the student.

1 See discussion infra Parts 1A, II.
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When faced with a possible criminal misdemeanor charge, schoolteachers and
administrators will have greater incentive to expand their educational duties to their
students by safeguarding them from cyber tormentors who are also students at the
same school. 19 Such an incentive stems from the school official's fear of being
subjected to criminal prosecution, and this concern would motivate teachers to go
beyond their existing classroom duties to help protect these young students from
becoming victims of cyberbullying. 20

1. BACKGROUND

Cyberbullying is defined as "willful and repeated harm" caused by
humiliating, embarrassing, or bullying through some electronic form of
communication, including text messages, social networking websites, e-mails,
instant messaging, and chat rooms.2 1 One study found that approximately eighteen
percent of students are cyberbullied at least once every sixty days, and another
revealed that approximately seventy-three percent of teenagers between the ages of
twelve and seventeen have personally experienced cyberbullying. 22 Similar to the
characteristics of traditional bullying, cyberbullying is aggressive, continually
repeated over a period of time, and involves a power imbalance between the victim
and bully. 23

However, unlike traditional bullying, a cyberbully is able to hide behind a
technological device or screen name without showing his face to the victim, which
allows the bully to be more destructive. 24 Often times, these hurtful comments,
when posted online, can be seen and accessed across the globe, allowing the
cyberbully to repeatedly victimize the target every time another person visits that
site and sees the bully's harmful post.25 Such extended cyberbullying causes even
more embarrassment and shame than traditional bullying.26 According to the
National Institutes of Health, victims of cyberbullying "may be more likely [than
victims of traditional bullying] to feel isolated, dehumanized or helpless at the time

19 This idea came from the anti-bullying statutes of MA and VT. See discussion infra Part .A.ii.
20 Catherine Fisk & Erwin Chemerinsky, Symposium, Civil Rights Without Remedies: Vicarious

Liability Under Title VII, Section 1983, and Title IX, 7 WM. & MARY BILL RTS. J. 755, 757 (1999)
("Employer liability deters wrongdoing because it provides an incentive to control employee behavior
and to prevent violations.").

21 Jan Hoffman, Poisoned Web: Online Bullies Pull Schools Into the Fray, N.Y. TIMES, June 28,
2010. The Center found that one in five middle school students are victims of cyberbullying; Zande,
supra note 14, at 106-07.

22 Zande, supra note 14, at 106; Stuart Wolpert, Bullying of Teenagers Online is Common, UCLA
Psychologists Report (Oct. 2, 2008), http://newsroom.ucla.edulportal/ucia/bullying-of-teenagers-onlinc-
is-64265.aspx.

23 See ROBIN M. KOWALSKI ET AL., CYBER BULLYING: BULLYING IN THE DIGITAL AGE 3 (2007).
24 Id at 109.
25 See Joan Lcishman, Cyber-bullying, CBC NEWS, Oct. 10, 2002, http://www.cbc.ca/news/

background/bullying/cyber-bullying.html.
26 Darby Dickerson, Essay, Cyberbullies On Campus, 37 U. TOL. L. REV. 51, 56 (2005).
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of the attack."2 7 Moreover, victims of cyberbullying "don't get a reprieve. It's a
constant cycle. Imagine waking up and getting a text message that someone hates
you, then dealing with it at school and getting home to face it on Facebook and
Instant Messenger." 28 Finally, a victim who knows that the cyberbully also attends
the same school often fears and avoids going to school.29

A. Current Anti-Bullying Statutes

While forty-seven states have anti-bullying statutes, 30 and thirty-four states
include some mention of electronic forms of harassment, only six states include
restrictions on cyberbullying. 3 1 Additionally, the state laws can be categorized into
five subparts: (1) the proposed federal anti-cyberbullying law; (2) states that
criminalize cyberbullying; (3) states that extend the school's jurisdiction beyond
the schoolhouse gates; (4) states that only allow schools to control cyberbullying if
the incidents occur on campus; and (5) states that explicitly defer all anti-
cyberbullying policies to the individual school boards.32  Though state anti-
bullying statutes vary in the way they define bullying, most statutes have three
elements in common: (1) a concrete definition of bullying or an identification of
who will define bullying; (2) methods of how to report bullying; (3) and the
consequences of bullying. 33

1. Failed Federal Law

United States Congresswoman Linda Sanchez of California has twice
introduced a bill to prevent cyberbullying, known as the Megan Meier

27 Derrick Z. Jackson, Op-Ed., The Web as a Weapon, BOS. GLOBE, Oct. 5, 2010, at 15 (internal
quotations omitted). According to this study, boys were more likely to do the cyberbullying, and girls
were more likely to be victims of cyberbullying. Id.; see Donna St. George, Cyber-Bullying Linked to
Spike in Depression, WASH. POST, Sept. 21, 2010, at A03. Bullying, in general, is a significant reason
why students drop out of high school, and it serves as one of the main reasons why students are
chronically absent from school. Daniel B. Weddle, Brutality and Blindness: Bullying in Schools and
Negligent Supervision by School Officials, in OUR PROMISE: ACHIEVING EDUCATIONAL EQUALITY FOR
AMERICA'S CHILDREN 385 (2009).

28 Jessica Meyers, Suicides Open Eyes to Reach of Bullying; There is no Break Today from
Harassment, Taunts-Even at Home, Experts Say, CHI. TRIB., Apr. 5, 2010, at 10 (internal quotation
omitted).

29 Zandc, supra note 14, at 112.
30 BULLY POLICE USA, http://www.bullypolice.org/ (last visited Aug. 31, 2011).
31 Samccr Hinduja & Justin Patchin, State Cyberbullying Laws: A Brief Review of State

Cyberbullying Laws and Policies, CYBERBULLYING RESEARCH CENTER, http://www.cyberbullying.us/
Bullying and Cyberbullying Laws.pdf (last updated Sept. 2011).

32 Legislative language in these statutes typically refers to cyberbullying that "is immediately
adjacent to school grounds," "at a school activity," "at a school-sanctioned event," or "directed at
another student or students." See LAURA BROOKOVER, STATE POLICIES ON SCHOOL CYBERBULLYING
(TABLE 3), http://www.firstamendmentcenter.org/PDF/cyberbullyingpolicies.pdf.

33 See Susan Hanley Kosse & Robert H. Wright, How Best to Confront the Bully: Should Title IX
or Anti-Bullying Statutes be the Answer?, 12 DUKE J. GENDER L. & POL'Y 53, 62-67 (2005); see also
Kathleen Hart, Note, Sticks and Stones and Shotguns at School: The Ineffectiveness of Constitutional
Antibullying Legislation as a Response to School Violence, 39 GA. L. REV. 1109, 1135-46 (2005).
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Cyberbullying Prevention Act,34 which would make cyberbullying punishable by
up to two years in prison.3 5 However, Congress has never allowed the bill to leave
its committee. 36 Since Congress is not ready to enact a federal law on this issue,
the individual states have taken matters into their own hands by creating more
stringent laws regulating cyberbullying that occurs in and out of schools.

2. Statutes Imposing Criminal Penalties on Cyberbullies

Only nine states have statutes that impose criminal penalties upon
cyberbullies. 37 Massachusetts has an anti-cyberbullying law, in which cyberbullies
are subject to a maximum sentence of two-and-a-half years in jail.38  The
Massachusetts law also requires schools to report and investigate all acts of
bullying and to develop prevention plans.39  This investigation and reporting
requirement extends to cyberbullying that occurs off-campus but which creates a
hostile environment in school, and it mandates that school officials inform parents
of all bullying incidents. 40  In addition to Massachusetts, Missouri, 4 1 North
Dakota,42 and Vermont 43 penalize cyberbullying as a Class A misdemeanor.44

Five other states punish cyberbullies as a Class B misdemeanor. 45

34 Megan Meier Cybcrbullying Prevention Act, H.R. 1966, 111 th Cong. (2009). The bill is named
after Megan Mcier, a thirteen-year old who befriended a sixteen-year old boy named Josh Evans on
Myspae, a social networking site with seventy million users. Around the same time, Megan ended her
friendship with a girl who lived down the street. About six weeks into Megan and Josh's online
friendship, Josh sent her a message saying he did not want to be her friend anymore and then posted
"bulletins" about Megan on Myspace for all of Megan's friends to see, including "Megan Meier is a slut.
Megan Meier is fat." Josh's final message to Megan stated, "You are a bad person and everybody hates
you. Have a shitty rest of your life. The world would be a better place without you." Megan walked
into her closet and hanged herself. Unfortunately, Megan never discovered that "Josh Evans" was in
fact Lori Drew, the forty-seven year old mother of Megan's former friend. Steve Pokin, 'Myspace'
Hoax Ends with Suicide of Dardenne Prairie Teen, SUBURBAN JOUR (Nov. I 1, 2007),
http://www.stltoday.com/suburban-journals/stcharles/news/stevcpokin/article 0304cO9a-ab32-5931-
9bb3-2lOa5d5dbd58.html.

35 See Megan Meier Cyberbullying Prevention Act, H.R. 1966, 111th Cong. (2009).
36 Representatives from both parties criticized the bill as an unconstitutional restriction on free

speech during an October 2009 hearing of the House Judiciary Subcommittee on Crime, Terrorism, and
Homeland Security. See Judiciary Subcommittee Considers Conflicting Solutions to Cyberbullying,
WASH. INTERNET DAILY, Oct. 1, 2009.

37 Hinduja, supra note 31. The MO legislature debated a bill making cyberbullying a crime
punishable by up to four years in prison and a $5,000 fine. See Missouri Proposes Web Harassment
Law, CBS NEWS, Jan. 8, 2008, http://www.cbsncws.com/stories/2008/01/08/tech/main3689775.shtml
#ccmm.

38 MASS. GEN. LAWS ch. 265, § 43A (2010).
39 Id.; see also Editorial, A School Culture That Exposes Bullies; Some Schools Are Taking Steps to

Prevent Bullying Before Another Tragedy Takes Place, Bos. GLOBE, Sept. 5, 2010, at 9.
40 See Marie Szaniszlo, State Takes Tough Stance on Bullying; Experts Laud School Department 's

Outline, Bos. HERALD, Aug. 25, 2010, at 13. An example of this policy comes from the school district
of Peabody, Massachusetts, which requires all school staff to immediately report all bullying to the
principal, who determines that if cyberbullying took place, parents must be contacted, disciplinary action
must be enforced, and law enforcement notified. See also Jesse Roman, School Committee Votes in
Anti-Bullying Policy, SALEM NEWS (MASS.), Dec. 24, 2010.

41 MO. REV. STAT. § 565.090(2) (2010).
42 N.D. CENT. CODE § 12.1.17-07 (2009).
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3. States Whose Civil Statutes Extend Authority to Off-Campus Cyberbullying

Delaware,4 6 New Jersey, 47 New Hampshire, 48 Illinois,4 9 Rhode Island, 50 and
Arkansas51 are all examples of states that have anti-cyberbullying statutes that
explicitly allow students to be punished for off-campus cyberbullying. Arkansas'
statute in particular serves as a prime example of such legislation, providing that a
school can punish a cyberbully if the bullying

results in the substantial disruption of the orderly operation of the school or
educational environment . .. whether or not the electronic act originated
on school property or with school equipment, if the electronic act is
directed specifically at students or school personnel and maliciously
intended for the purpose of disrupting school. 52

Therefore, according to these statutes, schools have authority to discipline
students for behavior that occurs outside of the school premises whenever the
cyberbullying incident-called "the electronic act" according to the statute-is
maliciously directed at any students of the school.

4. Statutes that Prevent Cyberbullying Only When it Occurs On-Campus

Several states, including South Carolina, 53 lowa,54 Oklahoma, 55 Florida, 56

and Nebraska, 57 specifically stipulate that cyberbullying must occur on school
grounds, on a school bus, or at a school-sponsored event in order to discipline its
students. These statutes do not facilitate prevention of cyberbullying, as incidents
of cyberbullying generally occur off-campus. 58

43 VT. STAT. ANN. tit. 16, § 1 16a(a)(6) (West 2011).
44 A Class A misdemeanor is an offense less serious than a felony, and it has a maximum penalty of

up to one year in jail and a fine of up to $1,000. See Chris Koster, The Court Process, From Arrest to
Appeals: How The Criminal Justice System Works in Missouri, Court Terms, Prison Terms, Fines, MO.
ATTN'Y GEN. (Apr. 2009), http://ago.mo.gov/publications/courtprocess.pdf.

45 The five other states include Arkansas, Idaho, Kentucky, North Carolina, and Wisconsin. See
Hinduja & Patchin, supra note 31.

46 DEL. CODE ANN. tit. 14, §§ 4112D(b), 4112D(f)(1) (West 2010).
47 N.J. STAT. ANN. § 18A:37-15.1 (West 2011).
48 N. H. REv. STAT. ANN. § 193-F: 4(1)(b) (2011).
49 720 ILL. COMP. STAT. ANN. 135/ 1-2 (West 2011).
50 R.I. GEN. LAws ANN. § 16-21-26 (West 2011).
51 ARK. CODE ANN. § 6-18-514(b) (West 2011).
52 ARK. CODE ANN. § 6-18-514(b)(2)(B) (West 2011).
53 S.C. CODE ANN. §§ 59-63-120 (2010).
54 IOWA CODE ANN. § 208.28(3) (West 2011).
5 OKLA. STAT. ANN. tit. 70, § 24-100.4 (West 2011).
56 FLA. STAT. ANN. § 1006.147 (West 2011).
57 NEB. REV. STAT. § 79-2, 137 (2011).
58 See generally Darryn Cathryn Beckstrom, Note, State Legislation Mandating School

Cyberbullying Policies and the Potential Threat to Students' Free Speech Rights, 33 VT. L. REV. 283,
290 (2008) (supporting the proposition that cyberbullying generally occurs off school grounds).
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5. State Civil Statutes That Defer to the Individual School Board

The Minnesota and Oregon 59 legislatures require their school districts to
develop cyberbullying policies, though both states provide their schools with great
deference in creating these policies. 60 Statutes such as these do "little to inspire
schools to do more than write a statement that bullying will be punished in some
fashion." 6 1 Under these statutes, once a school develops the guidelines, the statutes
absolve schools of liability upon the creation of such boilerplate policies. 62

Consequently, they are also ineffective in preventing cyberbullying.

II. COURTS ARE MORE WILLING To HOLD SCHOOLS LIABLE FOR
OFF-CAMPUS INCIDENTS

Currently, the majority of the states' anti-bullying statutes do not allow
school officials to regulate student off-campus speech, which would include any
incidents of cyberbullying that did not originate from inside of the school.
Therefore, if school authority to punish student speech does not extend to
expression made via students' home computers, most cyberbullying content-the
vast majority of which is generated off-campus and targets an individual victim-
would go unpunished. 63 The seminal case regarding a student's right to free
speech in a public school is Tinker v. Des Moines Indep. Comm. School Dist., in
which the United States Supreme Court created a standard allowing schools to
discipline students for speech if it causes a "substantial disruption" in the
classroom.64 Significantly, Tinker does not require an actual disruption in the
schools; rather, it only mandates a reasonable and factual basis to anticipate that
school disruption will occur.6 5 Although the Supreme Court has not provided
much guidance in the area of cyberspeech, 66 one legal commentator agrees that
courts can use the Tinker "substantial disruption" standard to provide teachers with

5 The Oregon statute is representative: "Each district school board shall adopt a policy ...
prohibiting harassment, intimidation, or bullying and prohibiting cyberbullying." OR. REV. STAT. § 581-
022-1140(b) (2010).

60 MINN. STAT. ANN. § 121A.0695 (West 2011); OR. REv. STAT. § 339.356 (2011).
61 Daniel B. Weddle, When Will Schools Take Bullying Seriously?, 39-OCT TRIAL 18, 23 (2003).
62 See discussion infra Part 111.B (regarding the doctrine of qualified immunity).
63 Dep't of Edue., Other Regulatory Agency Actions, 194 Vt. Gov't Reg. 13, 18 (LexisNexis 2007)

(recognizing the difficulty of regulating cyberbullying because "cyberbullying is more likely to occur
off school grounds"); see also Todd D. Erb, Comment, A Case for Strengthening School District
Jurisdiction to Punish Off-Campus Incidents of Cyberbullying, 40 ARIZ. ST. L.J. 257, 258 (2008)
("[M]ost of the content produced by cyberbullying originates away from the school campus on personal
computers; however, the effects of such content can be felt every day within the schoolhouse gates.").

6 Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 514 (1969). In Tinker, students
were suspended for wearing black armbands to protest the Vietnam War. The Supreme Court ruled in
favor of the students' right to free speech since the armbands were passive and did not disrupt the
classroom. Id.

65 See LaVine v. Blaine Sch. Dist., 257 F.3d 981, 989 (9" Cir. 2001).
66 See Wendy N. Davis, No More Pencils, No More Facebooks: Schools and Students Battle Over

Out-of-Class Internet Files, 95 A.B.A. J., July 2009, at 18, 20.
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the legal authority to extend their reach beyond the classroom doors in order to
curb cyberbullying. 67 He persuasively notes,

[A]n expansive Tinker standard is an effective measure in foiling
cyberbullying. Cyberbullying is venomous student expression that scars
schools' basic educational mission and the development of civility in
children. Due to its unwelcome and dangerous attributes, schools may
righteously scale the schoolhouse gates to invade and conquer
cyberbullying without the threat of infringing upon students' First
Amendment rights. 68

Applying the rationale of the legal scholar, federal courts have extended
Tinker's "substantial disruption" test to instances of cyberbullying. Most notably,
the Second Circuit in Wisniewski v. Board ofEduc. of Weedsport Cent. Sch. Dist.69
applied Tinker and held that a student's off-campus act from his personal computer
caused a substantial disruption at school because of the image's violent nature, it
was easily transmittable over the Internet, and it had already been viewed by many
other students. 70 There, a middle school student created an icon on his instant
messenger-which he used to identify himself when sending messages to his
friends-of a pistol firing a bullet at his English teacher's head with blood
splattered on the wall and the caption, "Kill Mr. VanderMolen" underneath.7 1

Currently, it appears that Wisniewski's analysis of the Tinker standard is the
controlling law regarding off-campus student speech, with federal courts now
adopting its principles. 72 State legislatures should continue to adopt this federal
Tinker standard of extending school liability into students' homes, as occurred in
Wisniewski, if the cyberbullying actions at home cause a substantial disruption in
the classroom. 73  Unfortunately, without any Supreme Court case directly
addressing cyberspeech created outside of school, victims of cyberbullying will
generally lack any remedy unless the aggressor has done something "like
orchestrating a mass viewing of their Web sites from school computers." 74

67 See Kevin Turbert, Note, Faceless Bullies: Legislative and Judicial Responses to Cyberbullying,
33 SETON HALL LEGIs. J. 651 (2009).

68 Id. at 686
69 494 F.3d 34 (2d Cir. 2007).
70 Id. at 40.
71 Id. at 36.
72 See Doninger v. Nichoff, 527 F.3d 41, 49 (2d Cir. 2008) (under Wisniewski, it was reasonably

foreseeable that a student's off-campus, online remarks about faculty members could materially and
substantially disrupt the functioning of the school); see also Boim v. Fulton Cnty. Sch. Dist., 494 F.3d
978, 984 (1li' Cir. 2007) (student's writings about shooting her math teacher did not invoke her First
Amendment rights, and it was foreseeable that it would create a substantial disruption under Tinker and
Wisniewski); O.Z. v. Bd. of Trustees of Long Beach Unified Sch. Dist., No. 08-5671, 2008 U.S. Dist.
LEXIS 110409 (C.D. Cal. 2008) (student who created YouTube video depicting her teaching being
killed created a foreseeable risk of disruption within the school).

73 See J.S. v. Bethlehem Area Sch. Dist., 807 A.2d 847 (Pa. 2002) (student's statements on website
that contained derogatory comments against officials created nexus between the website and school
campus).

74 Stephanie Klupinski, Note, Getting Past the Schoolhouse Gate: Rethinking Student Speech in the
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Otherwise, as the current federal and state laws stand, school districts have virtually
no power to prevent students from cyberbullying on their own time using their own
computers. 75 As the next section will demonstrate, without a Supreme Court
decision that addresses the types of remedies available to a victim of cyberbullying
and without a statute that explicitly holds a single individual responsible for acts of
cyberbullying, victims currently have a profoundly difficult time identifying
sufficient redress for the harms suffered.

111. EXISTING LEGAL REMEDIES ARE INADEQUATE

Without an existing law that directly holds someone accountable for acts of
cyberbullying, victims are forced to resort to the law of criminal harassment, tort
law, and several federal statutes as legal remedies. 76 However, such remedies are
not designed to adequately address the epidemic of cyberbullying. 7 7 Although
these laws may allow certain victims to recover damages rewards, they fail to
provide a direct means of preventing cyberbullying. Instead, holding the individual
school official-who has the resources, expertise, and is most likely aware of the
cyberbullying incident-personally liable is the most effective means of mitigating
incidents of cyberbullying.

A. Current Legal Remedies

1. Internet Service Providers and Social Networking Sites

Though it may be tempting to sue the Internet Service Providers ("ISPs") and
social networking websites, like MySpace and Facebook, for allowing bullies to
post harmful language or images on their servers, it is currently impossible because
they are granted complete immunity under the Communications Decency Act of
1996 ("CDA").7 8 The landmark case used by the courts to rule on Internet abuse,
Zeran v. America Online, Inc., holds that Section 230 of the CDA explicitly
immunizes computer service providers like America Online from liability for
information that originates with third parties. 79 Likewise, a federal district court
recently extended absolute immunity from all civil liability to social networking

Digital Age, 71 OHIO ST. L. J. 611, 614 (2010) (quoting Rosann DiPictro, Constitutional Limitations on
a Public School's Authority to Punish Student Internet Speech, I I No. 12 J. Internet L. 3, 10 (2008)).

75 Id. at 614.
76 Cindy Gallagher, Sticks and Stones Have Remedies at Law-it is Name-Calling That Hurts Kids:

Can State Anti-Bullying Statutes Really Help Kids Who Are Victims of In-School Bullying?, 4 J.L. &
Soc. CHALLENGES 21 (2002) (detailing scycral types of remedies of bullying victims).

77 See discussion infra Part IVa.
78 Communications Decency Act of 1996, 47 U.S.C. § 230. See, c.g., David A. Myers, Defamation

and the Quiescent Anarchy of the Internet: A Case Study of Cyber Targeting, 110 PENN. ST. L. REv. 667
(2006) (asserting that suing ISPs is ineffective in light of the CDA); see also Cara J. Ottenweller, Note,
Cyberbulling: The Interactive Playground Cries for a Clarification ofthe Communications Decency Act,
41 VAL. U. L. REV. 1285 (2007).

79 Zeran v. Am. Online, Inc., 129 F.3d 327 (4th Cir. 1997).
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sites, like Myspace and Facebook, for statements posted by its users.8 0 The Courts'
decisions have negative repercussions for victims of cyberbullying because even
upon a request by the cyberbullying victim that the ISP remove the defamatory
material, ISPs and website hosts lack any legal incentive to comply because of their
complete immunity from civil suits under the CDA. 8 1 Moreover, holding such
companies liable for cyberbullying would not provide school officials with any
incentive whatsoever to better protect their students.

Some legal scholars have argued that the CDA should be amended to allow
for civil liability against ISPs for failure to monitor harmful acts, including
cyberbullying. Under this view, holding ISPs liable would make them better
regulators of bullying commentary by achieving similar benefits from an
economically-incentivized actor rather than increasing duties on school officials. 82

However, holding ISPs liable by amending the CDA "will freeze or at least slow
down technology. It will threaten the future of the Internet." 83 Moreover, whereas
teachers would only be responsible for safeguarding their own students, Section
230 of the CDA was enacted because "[i]t would be impossible for service
providers to screen each of their millions of postings for possible problems." 84

Suing the ISPs and social networks is therefore not a viable option.

2. Suing the Bully Directly

Another avenue of recourse for cyberbullying victims is to press charges
against the bully under criminal harassment laws. One significant obstacle for
victims under most harassment statutes is that the bully's communication must
have been motivated by an intent to harass the victim to a level considered to be
criminal harassment, which is difficult to prove in cyberbullying scenarios.8 5 Not
only is it difficult to prove the harasser's intent, but the standards for language or
actions that constitute "harassment" are equally difficult to meet. 86 For these
reasons, pressing charges against a bully, whose identity might be unknown, is not
a feasible option to prevent cyberbullying or to serve as a remedy to protect the
victim.

80 See Doc v. Myspace, Inc. 474 F. Supp. 2d 843 (W.D. Tex. 2007).
81 Nicholas P. Dickerson, What Makes the Internet so Special? And Why, Where, How, and by

Whom Should Its Content be Regulated?, 46 Hous. L. REv. 61, 80 (2009) (describing how the CDA
shields ISPs of liability).

82 See Bradley A. Areheart, Regulating Cyberbullies Through Notice-Based Liability, 117 YALE
L.J. Pocket Part 41 (2007) (arguing that it is appropriate for ISPs to bear some responsibility for cyber-
wrongs).

83 141 Cong. Rec. H8471 (daily ed. Aug. 4, 1995) (statement of Rep. Cox).
84 Zeran, 129 F.3d at 331.
85 See N.Y. PENAL LAW § 240.30 (McKinney 2011).
86 In New York, for example, the Court of Appeals declared a portion of New York's harassment

law unconstitutional and held that speech may be "'abusive,' -even vulgar, derisive, and provocative"
but it is still protected by the First Amendment. People v. Dietz, 549 N.E.2d 1166, 1170 (N.Y. 1989).
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A third option is to sue the bully in a civil action for intentional infliction of
emotional distress ("IED"). To succeed on a claim of IED, the plaintiff must
demonstrate that the cyberbully either intended to cause emotional distress, or
knew or should have known that his actions would result in serious emotional
distress to the plaintiff.8 7 Often, courts are hesitant to award damages for IED for
fear that doing so will encourage plaintiffs to exaggerate emotional distress in
every civil action.88 Moreover, most claims of 11ED have failed simply because
they do not meet the ambiguous requirement that the conduct alleged must be
outrageous. 89 Consequently, this option is not feasible for cyberbullying victims. 90

A fourth alternative for cyberbullying victims is to pursue a defamation cause
of action against the cyberbully. A communication is defamatory if it "harm[s] the
reputation of another by making a false statement to a third person." 91 While
defamation is feasible for cyberbullying victims as a method of redress, such a
cause of action does not work as a practical matter. For one, the First Amendment
protects any statement of opinion that cannot be reasonably interpreted as stating
actual facts; therefore, to be defamatory, the statement must actually be factual in
nature.92 Moreover, to prevail on a defamation claim, the plaintiff must prove that
the statement was false and caused material damage to his reputation.93 These
requirements are high hurdles to overcome, and it can be difficult to prevail on such
claims. 94 Most incidents of cyberbullying involve the bully's opinion, so while the
victim might be able to prove the statements' harmful effects, he would not be able
to prove the statements were factual. 95

3. Suing the School or School District

Cyberbullying victims may also attempt to rely on the common law duty of
school officials to take necessary precautions to protect students in their care

87 RESTATEMENT (SECOND) OF TORTS § 46(1) (1965).
88 See William L. Prosser, Intentional Infliction of Mental Suffering: A New Tort, 37 MICH. L. REV.

874, 877 (1939).
89 See Howell v. N.Y. Post Co., 612 N.E.2d 699, 702 (1993) ("[O]f the [IED] claims considered by

this Court, every one has failed because the alleged conduct was not sufficiently outrageous.").
90 As of the date of this Note's publishing, there have rarely been any successful claims of lIED

against a cyberbully. In D.C. v. R.R., 182 Cal.App.4th 1190 (Cal. App. 2 Dist., 2010), the Appellate
Court in CA allowed an llED and defamation lawsuit by a student victim against another classmate, who
allegedly wrote cyberbullying messages on the victim's website, to proceed. The court determined that
the statements were not protected under the First Amendment and instead were "true threat" statements
where the speaker meant to "communicate a serious expression of an intent to commit an act of unlawful
violence to a particular individual or group of individuals."

91 BLACK'S LAW DICTIONARY 448 (8th ed. 2004) (defining defamation).
92 See Milkovich v. Lorain Journal Co., 497 U.S. 1, 19-20 (1990); Scan P. Trende, Defamation,

Anti-SLAPP Legislation, and the Blogosphere: New Solutions for an Old Problem, 44 DUQ. L. REV. 607,
618 (2006).

93 Erb, supra note 63, at 277.
94 Alison Virginia King, Note, Constitutionality of Cyberbullying Laws: Keeping the Online

Playground Safe for Both Teens and Free Speech, 63 VAND. L. REv. 845, 853 (2010).
95 Id
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against anticipated and foreseeable dangers. 96 Schools must exercise reasonable
care while supervising students on school grounds, and failure to do so results in a
breach of that duty. 97 While courts hesitate to assign liability to school districts,
there are a number of cases in which courts held schools liable for negligence in
claims asserted by its students. 98 Yet, while parents whose children are bullied on
school property may have a successful claim of negligent supervision,
cyberbullying typically occurs in the child's home, 99 and thus such a cause of
action would not likely succeed. Moreover,

absent gross negligence that amounts to a deliberate indifference in the face
of foreseeable injury to students, school districts and school personnel are
not likely to be held negligent for failing to stop bullying of students in
school or in school-related activities. Schools' liability in negligence for
cyberbullying is likely even more attenuated.oo
The previously discussed remedies fail to provide a comprehensive solution

to the growing and systemic problem of cyberbullying and, as a result, victims may
be tempted to turn to federal statutes for relief.10 1 Although there are several
potential causes of action under federal law,102 this Note will focus on the most
common type of claim: a school official's violation of 42 U.S.C. § 1983 for
improperly responding to peer harassment.10 3 Liability of school districts or school
personnel under Section 1983 arises only when a special relationship between the
school officials-as state actors-exists, or when the state affirmatively increases
the danger to the student. 104 However, the plaintiff has an extraordinarily high
burden of showing that the school district "shocked the conscience" of the court in
order to overcome the teacher's qualified immunity; thus, school districts are not

96 NELDA H. CAMBRON-MCCABE et al., PUBLIC SCHOOL LAW: TEACHERS' AND STUDENTS'
RIGHTS 250, 468 (Arnis E. Burvikovs ct al., eds., 5th ed. 2004).

97 Harriet A. Hader, Note, Supervising Cyberspace: A Simple Threshold for Public School
Jurisdiction over Students' Online Activity, 50 B.C. L. REV. 1563, 1591 (2009).

98 M.W. v. Panama Buena Vista Union Sch. Dist., I Cal. Rptr. 3d 673, 686 (Cal. Ct. App. 2003)
(liable for negligent supervision); see Perna v. Conejo Valley Unified Sch. Dist., 192 Cal. Rptr. 10, 12
(1983) (liable for negligent supervision of students struck by car after leaving school); Miranda v. City
of New York, 637 N.E.2d 263, 267 (N.Y. 1994) (liable for negligent supervision during student assault).

99 Beckstrom, supra note 58, at 290.
100 Conn, supra note 15, at 487.
101 See Archeart, supra note 82, at 42 (discussing why tort remedy is impractical for cyberbullying

victims).
102 Aside from a section 1983 cause of action, another claim might be the school official's violation

of Title IX of the Education Amendments of 1972, which only applies to victims of in-person sex or
gender-based bullying. 20 U.S.C. § 1681(a). The remaining causes of action require the student to be
classified as Special Education: Americans with Disabilities Act of 1990 ("ADA"), 42 U.S.C. § 12101;
the Rehabilitation Act, 29 U.S.C. § 794; or the Individuals with Disabilities Education Act ("IDEA"), 20
U.S.C. § 1400.

103 42 U.S.C. § 1983 (2010).
104 DeShaney v. Winnebago Cnty. Dept. of Soc. Serv., 489 U.S. 189 (1989).
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likely to be found liable under this claim simply by failing to protect students from
cyberbullying.105

Victims of cyberbullying do not have recourse through federal statutes, and
as noted earlier, they also cannot rely on the application of states' or tort remedies
to instances of cyberbullying. These alternative legal remedies provide inadequate,
short-term solutions for such a unique epidemic. It is thus in the best interest of the
victims and for the future of our nation's schools that one person is held directly
accountable for protecting victims of cyberbullying: the teacher who has been
informed of or is aware of the incident.

B. School Officials Should be Held Legally Responsible for
Off-Campus Cyberbullying

Schools should have the authority to discipline students for cyberbullying
incidents, including acts that occur off-campus, because incidents of cyberbullying
amongst students cause a "substantial disruption" in the classroom under the Tinker
standard. 106 Although critics would suggest there is no connection between what
happens in the privacy of one's home and in school, there is a direct link between
peer-to-peer harassment inside and outside of the classroom, including
cyberbullying incidents, and a student's educational and emotional harm. 107 In
fact, lower grades caused by an inability to concentrate and perform in school can
"lead to ineligibility for specific colleges or merit scholarships and loss of
recommendations for awards, colleges, or jobs."108 When violence or the fear of
violence exists in a school, teachers cannot teach as effectively, students do not
learn as well, and the administration has a difficult time managing a successful
learning environment. 109 Students should also be able to attend school without
fearing for their personal safety. The Vermont Department of Education developed
a Positive School Discipline Guide, which states, in relevant part:

While schools do not have responsibility for this behavior before or after
school hours, the repercussions for those involved often finds its way into
the school setting. As part of a school's strategy to prevent and respond to
bullying and harassment school staff should stay informed about
technology-related aggression and take reasonable measures to address the
impact on school climate and the individuals involved.110

105 See id.
106 See Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503 (1969).
107 See BERNICE R. SANDLER & ROBERT J. SHOOP, SEXUAL HARASSMENT ON CAMPUS: A GUIDE

FOR ADMINISTRATORS, FACULTY, AND STUDENTS 16 (Bernice R. Sandler & Robert J. Shoop eds.,
1997).

10 Susan Fineran & Larry Bennett, Teenage Peer Sexual Harassment: Implications for Social Work
Practice in Education, 43 SOCIAL WORK 55 (1998).

109 Robert S. Cloud, Federal, State, and Local Responses to Public School Violence, 120 W.'s ED.
L. REP. 877, 879 (1997).

110 Report on the Study Committee: Harassment, Bullying and Cyberbullying ofStudents in Vermont
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Before a school can take reasonable measures as mentioned in the Discipline
Guide, teachers must be placed on some notice of the cyberbullying in order to be
held liable. Such notice may occur in several different fashions because the
cyberbullies and their victims "likely initially met in the schoolyard, see each other
at school, and are forced to interact within the confines of the classroom
environment."1"' In situations where victims of cyberbullying are exhibiting signs
of depression, fearfulness, apathy, or absence from school, teachers should
intervene as part of their standard duties of being an educator; such an intervention
would likely lead the student to speak comfortably with the teacher about being
cyberbullied.1 12 Additionally, officials are most likely aware of cyberbullying
because in the majority of cyberbullying incidents, "there are confrontations
between the two parties on school grounds as well as in cyberspace. The
cyberbully also likely gains insight into what he can use to bully his victims inside
the classroom, even if he chooses to wait until after hours to perpetrate his acts."l 13
Schools are also in "the unique position to both identify student cyberbullies and
educate them as to their proper behavior," and "[s]ince cyberbullying . . . is so
similar to traditional bullying, where the school's authority is clearer, it seems
logical that schools are the proper party to curtail student cyberbullying." 1 14

Teachers and other staff members are the focal point of schools' authority to
deal with cyberbullying and thus should be the ones held liable for not preventing
acts of cyberbullying once they become aware that such disastrous behavior is
occurring. One significant problem is that school administrators, who do not wish
to be held accountable, currently do not report most cases of bullying for fear that
the school will be stigmatized by such a high exposure of recorded bullying
incidents.115 Yet parents, who send their children to school expecting that teachers
will protect the students, have a reasonable expectation that school employees will
respond to any cyberbullying, whether on- or off-campus, as such incidents impede
a student's education greater than traditional bullying. 116

One reason that individual school officials should be held accountable is that
teachers and administrators have the duty and the expertise to safeguard students
from abuse and to maintain a welcoming learning environment. 117 Schools also

Schools, Presented to the House and Senate Committees on Education and Judiciary, 2009 Legislative
Session, at 26.

111 Zande, supra note 14, at 134.
112 See discussion supra Part I (regarding the negative emotional impact cyberbullying has on

students).
113 Zande, supra note 14, at 134.
114 Id. at 129.
115 Jim Farrell, Uncounted Problems with School Data?, HARTFORD COURANT, Oct. 22, 2006, at

Al.
116 See discussion supra Part I.
117 See James F. lanelli, Note, An Economy in Crisis: Law, Policy, and Morality During the

Recession: Punishment and Student Speech: Straining the Reach of the First Amendment, 33 HARV. J. L.
& PUB. POL'Y, 885, 899 (2010).
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contain immense resources not available to parents, and thus they have an essential
role in addressing and preventing cyberbullying. For example, guidance counselors
and social workers can facilitate mediation sessions among the involved students
and parents if the teacher is unwilling or unavailable to conduct such meetings. 118

Likewise, the school principal or other administrator can hold school-wide sessions
involving parents, to make parents aware of the dangers of cyberbullying.
Similarly, teachers, during parent-teacher conferences, can further advise parents
about cyberbullying and educate them about how to prevent any possible bullying
that might occur at home. Schools have at their disposal an array of possible
interventions, including counseling, conflict resolution strategies, student codes of
conduct, and disciplinary measures that can be used to resolve conflicts when they
immediately arise and foster positive relationships between students.1 19

Additionally, teachers have regular contact with students and are thus primed
to prevent and catch cases of cyberbullying, especially if the incidents are discussed
on school grounds and in the classroom. 120 Teachers possess a high degree of
responsibility and exercise unsupervised discretion over their students because of
their direct, daily contact with students. 12 1 As part of their multifaceted role as
educators, teachers often must grapple with a variety of issues arising from
students' interactions with one another inside and outside of the classroom.
Schools must balance their academic responsibility to students with their custodial
responsibilities that allow them to maintain order and discipline in schools. 12 2

Finally, students are particularly susceptible to what their teachers advise and
educate because of their reliance on their teachers as role models. 123

1. When Schools Tolerate, Condone, or Refuse to Remedy Cyberbullying, They
Teach Students that Cyberbullying of their Peers is Acceptable

At a minimum, "schools must be allowed to prevent the cyberbully-often
someone who is afraid to even confront the subject of his or her attack-from
causing a disruption from miles away."1 24 However, parents who were surveyed
about the support they receive from school officials after reporting incidents of

1it King, supra note 94, at 859 (stating that "[p]ublic schools, equipped with trained guidance
counselors, may be better suited than the juvenile justice-system to address cyberbullying among
youth").

119 See, e.g., GA. CODE. ANN. § 20-2-751.3(a), 155 (West 2010) (state law requires that the Board of
Education develop a "school climate management program" to help decrease student suspensions,
expulsions, and dropouts).

120 King, supra note 94, at 859-60.
121 See Ambach v. Norwick, 441 U.S. 68, 78-79 (1979).
122 Vemonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 655 (1995).
123 Edwards v. Aguillard, 482 U.S. 578, 584 (1987) ("because of the students' emulation of teachers

as role models").
124 Shannon L. Doering, Tinkering with School Discipline in the Name of the First Amendment:

Expelling a Teacher's Ability to Proactively Quell Disruptions Caused by Cyberbullies at the
Schoolhouse, 87 NEB. L. REV. 630,658 (2009).
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cyberbullying stated that the school employees: (a) "believed parents exaggerated
the problem;" (b) assumed that the anti-bullying policies absolved the officials
from doing anything more to protect the victims; and (c) assumed that the victims
invited the abuse on themselves.125 Despite possible well-intended attempts to
protect their students, these school officials impliedly condoned "negative and non-
inclusive attitudes, thus sustaining the power structures that exist in a
discriminatory school environment."1 26 In fact, since many schools today use the
Internet and technology to assign homework as part of their daily curriculum, it is
also imperative that these educators pay attention to how their students are using
such electronic means as forms of communication. 127

Recall the story about Phoebe Prince, where nine teenagers were indicted on
criminal charges for cyberbullying and harassing Phoebe. 128  Several school
officials knew what was going on, but did nothing.129 It was common knowledge
to the majority of the student body and to several faculty members, including
administrators, that Phoebe was being cyberbullied and physically attacked. 130

However, not one teacher was held criminally accountable for allowing such
intense and hateful bullying to occur. 13 1 About a week before her death, Phoebe
asked her school administrators for help; on one occasion she asked to be released
early from school so that other students would not beat her. 132 Instead, she was
advised to return to class. 133 After Phoebe's death, students recalled that she once
arrived to class late and crying. 134 Her teacher tried to console her in the hallway
but then left her there. 135 Another time, during lunch in the cafeteria, two teachers
watched as one of the bullies screamed insults at Phoebe. 136 The teachers never
intervened. 137 On two other occasions, Phoebe's mother complained to the school
about the cyberbullying, and the school told her not to worry about the gang of girls
attacking Phoebe.138 Then, after Phoebe's death, the chairman of the school board

125 Shaheen Shariff & Dianne L. Hoff, Cyber Bullying: Clarifying Legal Boundaries for School
Supervision in Cyberspace, I INT'L J. OF CYBER CRIMINOLOGY 78, 88 (2007), http://www.cybercrime
joumal.com/shahecnhoff.pdf.

126 Id.
127 Id. (noting that some schools even supply laptops to their students).
128 See discussion supra Part I.
129 Prosecutor, supra note 12.
130 Id
131 Goldman, supra note 7.
132 Peter Schworm, Patrick Slams School Officials in Bully Case; Adults Should Be Held

Accountable for not Intervening, He Says, Bos. GLOBE, Apr. 10, 2010, at 1.
133 The school denies knowing that Phoebe was being bullied. See Eckholm & Zezima, supra note

2.
134 Id
135 Id
136 Id.
137 Id
13s Id.
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apathetically responded, "We were proactive, but unfortunately, accidents and
tragedies can still occur."l 39

While the nine students' criminal charges may lead to heightened awareness
across the country that cyberbullying is a serious issue, only the schools have the
power to stop it. Sadly, across this country, "there is a conspiracy of silence." 1 40

As a result of this silence amongst school officials, victims will be reluctant to
report any incidents of cyberbullying because they know that nothing will happen
except that the bullying will increase. 14 1  Moreover, principals tend to fear
unwanted publicity that their schools contain cyberbullies, in light of the new anti-
bullying statutes that require reporting of cyberbullying incidents.142

Although schools are in the best position to stop cyberbullying, the doctrine
of qualified immunity remains a significant obstacle to holding school officials
responsible. A public school official who is sued in his individual capacity can be
protected from damages and tort liability by qualified immunity, which balances
"the need to hold public officials accountable when they exercise power
irresponsibly and the need to shield officials from . . . liability when they perform
their duties reasonably."l 43 Likewise, injuries caused by bullies are results of
third-party actions, and courts generally do not hold schools liable for such actions
unless the school officials were aware of any threats-as demonstrated in the
Phoebe Prince case-and did nothing to prevent them from occurring. 144 The
current anti-bullying statutes, applying the doctrine of qualified immunity liberally,
provide officials with substantial discretion in deciding what actions to take to curb
cyberbullying, including when to punish students for conduct occurring off-campus
and when to inform parents that such activities are happening. Moreover, when
"courts continue to give great deference to school districts' decisions regarding
discipline, and continue to protect the school districts ... by narrowing the scope of
liability, the students will continue to lack adequate remedies."1 45

As a result of the strong relationship and regular contact between the school
and its students, school officials are in the best position to prevent incidents of
cyberbullying when they occur on school grounds or have an impact on students in
the classroom.146 Schools thus have an obligation to provide students with a safe
environment that provides equal opportunities to learn, and this obligation is

139 Eckholm & Zczima, supra note 2.
140 Lucinda Franks, How to Stop a Bully, Mar. 31, 2010, THE DAILY BEAST, http://www.thedaily

beast.com/blogs-and-storics/2010-03-31/how-to-stop-a-bully.
141 Id.
142 Id.
143 Pearson v. Callahan, 129 S. Ct. 808, 815 (2009). To overcome qualified immunity, the plaintiff

must show (1) that the defendant violated a constitutional right, and (2) that this right was clearly
established at the time of the alleged violation. Wilson v. Layne, 119 S. Ct. 1692, 1697 (1999).

144 Weddle, supra note 27, at 387, 392-93.
145 Gallagher, supra note 76, at 39.
146 Erb, supra note 63, at 281-82 (noting that "the school system is much more involved with

parents and children in the community than is the criminal justice system").
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directly related to intervening in the students' off-campus activities to reduce
cyberbullying. 14 7 In order for schools to provide a positive environment, teachers
must be the individuals who take a stance against cyberbullying by extending their
powers into virtual space, and they should not be able to hide behind the shield of
qualified immunity to protect them from civil liability. 14 8 Thus, one effective
method of holding teachers liable without worrying about qualified immunity
would be for legislatures to enact criminal legislation that directly holds school
employees liable for acts of cyberbullying.

IV. CRIMINAL LIABILITY

Curbing the incidents of cyberbullying through civil law has proven
ineffective; rather, criminal law, including negligent conduct as a basis for criminal
liability, is a more effective approach. 14 9 First, civil litigation is costly, and thus
many cyberbullying victims will be unable to pursue their claims solely for
monetary reasons. 150 The tortfeasor may also be insolvent, indicating that even if a
court rules in favor of the victim, the victim will still not be made whole. 151 Such
costly litigation and difficulty of understanding the legal system "present hurdles
that would impede many victims from pursuing civil remedies. Without applicable
criminal laws, therefore, such injured persons will probably never see their
victimizer held accountable for his actions in a court of law."1 52 Likewise, while a
civil action may provide the victim with financial compensation, "that victim's
foremost priority will be ensuring that the culprit's behavior is put to an end."1 53

Therefore, the most effective method to introduce a systemic change with instances
of cyberbullying would be to do so through the criminal law, which is better suited
to protect victims of cyberbullying because it "seeks to punish and deter
wrongdoing" rather than make a person whole. 154

147 Shariff & Hoff, supra note 125, at 107.
148 See Daniel B. Weddle, Bullying in School: The Disconnect Between Empirical Research and

Constitutional, Statutory and Tort Duties to Supervise, 77 TEMP L. REv. 641,683 (2004).
149 See Leslie Yalof Garfield, A More Principled Approach to Criminalizing Negligence: A

Prescription for the Legislature, 65 TENN. L. REV. 875, 878 (1998).
Iso See John H. Beisner, Discovering a Better Way: The Need for Effective Civil Litigation Reform,

60 DUKE L. J. 547, 549 (2010) (with the increase in electronic discovery, the costs of discovery alone in
preparation for a trial are huge burdens for plaintiffs attempting to sue). One report noted that the
median litigation costs for a plaintiff in a civil litigation suit was $15,000 "including attorney fees."
Emery G. Lee & Thomas E. Willging, Defining the Problem of Cost in Federal Civil Litigation, 60
DUKE L. J. 765, 770 (2010).

151 King, supra note 94, at 853.
152 Kate E. Schwartz, Note, Criminal Liability for Internet Culprits: The Need for Updated State

Laws Covering the Full Spectrum of Cyber Victimization, 87 WASH. U. L. REV. 407, 427 (2009).
13 Id
154 Id.
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A. The Current Anti-Bullying Statutes are Ineffective

Though the current anti-bullying laws are well-intended, they are, for the
most part, vague and ineffective. They provide false-if any-comfort to victims
of bullying, their parents, schoolteachers and administrators. 155  Moreover,
"[flederal and state laws neither deter bullying nor provide most victims a remedy
for psychological or physical injuries,"l 56 and "the efficacy of state measures has
not been fully analyzed and no consensus has been reached as to the effect of state
anti-bullying statutes on curbing school bullying and violence."1 57 And although
there are many anti-bullying policies across the country's school districts, as
required by the current statutes, "there seems to be a lack of sufficient instruction
on the implementation of those policies."1 58 For example, the exceptionally broad
Indiana anti-cyberbullying statute gives little direction to school officials about
how to handle cyberbulling incidents once they occur. 159 While the law requires
the Indiana Board of Education to create rules to protect against cyberbullying, "it
fails to impose any limitation upon the board's actions or the scope of its control
over student speech."1 60 Enacting a statute holding school officials criminally
liable would ensure that teachers are aware of exactly what behavior constitutes a
violation of the statute by requiring states to explicitly define acts of cyberbullying
as well as detailed steps that an official must take once she is notified that the
incident has occurred. 16 1 In fact, Kansas is the only state that explicitly defines
cyberbullying in its statute; the remaining states that have such statutes simply
mention the term "cyberbullying" without describing or defining it.162 As a result,
"[m]any principals hesitate to act."163 The need for a comprehensive cyberbullying
definition is described in more detail below in the proposed anti-cyberbullying
statute.164

155 BULLY POLICE, supra note 30.
156 Julie Sacks & Robert S. Salem, Victims Without Legal Remedies: Why Kids Need Schools to

Develop Comprehensive Anti-Bullying Policies, 72 ALB. L. REV. 147, 149 (2009). Sacks and Salem
note in their article that under federal law, the only remedies are for victims who are bullied because of
their race, nationality, sex, or disability. However, most bullying in schools does not fall under that civil
rights umbrella. Id.

157 Adam J. Speraw, Note, No Bullying Allowed: A Call For A National Anti-Bullying Statute to
Promote A Safer Learning Environment in American Public Schools, 44 VAL. U. L. REV. 1151, 1152
(2010).

158 Michacla Gulemetova, Darrel Drury, & Catherine P. Bradshaw, STOP BULLYING, at 13, (2011),
Findings From The National Education Association's Nationwide Study of Bullying: Teacher's and
Education Support Professional's Perspectives, http://www.stopbullying.gov/references/white-house
conference/white house conferencematerials.pdf#risk factors.

159 See IND. CODE Ann. § 20-30-5.5-3 (West 2010); see also King, supra note 94, at 861.
160 King, supra note 94, at 861.
161 See discussion infra Part IV.d.
162 King, supra note 94, at 858. Kansas defines cyberbullying as, "bullying by use of any electronic

device through means including, but not limited to, e-mail, instant messaging, text messages, blogs,
mobile phones, pagers, online games and websites." KAN. STAT. ANN. § 72-8256(a)(2) (West 2010).

163 Hoffman, supra note 21.
16 See discussion infra Part IV.d. 1. (regarding a clear definition of cyberbullying).
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Schools also tend to underreport bullying or simply ignore it if the statute
requires such reporting; conversely, school officials who do report a cyberbullying
incident automatically become immune from liability without requiring teachers to
take additional and proactive measures to ensure the victim's safety. 165  For
example, Massachusetts only requires teachers to report episodes of bullying they
believe are criminal. 166  However, such a limited reporting requirement is
ineffective; according to the former prosecutor in the Phoebe Prince case, "[t]here
ought to be some teeth" to the state law, in which teachers are required to report all
incidents of bullying, and "not just those [that] they believe are criminal . . . ."167
The prosecutor believes that teachers who fail to report such cyberbullying activity
should be subject to fines.168 Without imposing stricter penalties upon teachers
who fail to accurately document and take extra steps to protect the injured student,
teachers will have no incentive to assist students who have been cyberbullied.

Under the current anti-bullying statutes that extend a teacher's authority to
off-campus incidents, a school official that is made aware of cyberbullying but fails
to report it is equivalent to a teacher who observes a physical attack on a student
and fails to take appropriate action. Such nonfeasance on the part of school
officials should subject the lackadaisical official to criminal liability. Under this
logic, even though the causal connection is more attenuated in cases of
cyberbullying, knowledge that cyberbullying has occurred or is still happening
effectively caused the injury to the victim. As one legal commentator argued,
"When school officials ignore a pattern of bullying, intimidation, and assaults, they
increase victims' vulnerability and encourage perpetrators to continue their tortious
behavior."' 69 Likewise, such reasoning should extend to school officials who
ignore a pattern of cyberbullying, even though the bullying is occurring outside of
the school's physical boundaries. When there is violence stemming from
cyberbullying acts, and a school official does nothing to intervene, it is a "failure of
the administration and faculty to construct a school culture that discourages
bullying and violence."1 70 Therefore, the anti-cyberbullying statutes must create
strong incentives for the teacher to go above and beyond her duties when the
situation involves cyberbullying.

165 See Editorial, Anti-Bullying Law Ineffective, HARTFORD COURANT, Oct. 30, 2006.
166 See Sarah Schweitzcr, Activists Urge Lawmakers to Expand Bullying Law, Bos. GLOBE, Feb. 10,

2011, at 1.
67 See id.
68 See id.

169 Sara Hoffman Jurand, Federal Judge Sees State-Created Danger in School Violence, 41 TRIAL
89 (May 2005).

170 Id
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B. Criminal Liability Incentivizes Educators to Proactively Prevent Cyberbullying

The threat of criminal liability against school officials is likely to be a strong
incentive to force educators to act proactively in matters of cyberbullying.171
Generally, teachers are not criminals, and they would want to avoid being
categorized as a criminal at all costs.172 There also still seems to be a feeling
amongst educators in this country that ignoring cyberbullying is permissible either
because the teachers are powerless to stop it or they simply do not consider it their
role. 173 Some teachers even oppose the new anti-cyberbullying statutes because
they challenge the educators' authority in the classroom. 174

To transform the mindset of these teachers from being reticent bystanders
into proactive leaders who protect this nation's students, it is necessary that these
educators internalize that what happens off school-grounds still has a significant
effect on the educational environment. 175 Teachers have the legal authority to
regulate acts of cyberbullying that occur off-campus under Wisniewski, which holds
that a cyberbully's actions have a substantial and material disruption in school. 176

Therefore, the obstacle standing in the way of ending cyberbullying is not a legal
issue; rather, it is a teacher mindset issue. Teachers need to have an incentive to go
beyond their standard role in the classroom to protect victims of cyberbullying.
The strongest incentive would be that teachers who did not take the mandated steps
under the proposed anti-cyberbullying statute would be held criminally liable.
Such a progressive plan would also send a powerful message to teachers across the
country that state legislatures are viewing the teacher's role in cyberbullying
incidents as vitally important.

The Vermont legislature has recently proposed a broad statute, which is
exemplary of an expansive law and indicates that some states are moving in a
positive direction. The Vermont bill includes cyberbullying that occurs "at any
location if the acts have a direct and negative impact on students' academic

171 Doering, supra note 124, at 657 ("the potential for liability poses a significant deterrent" for
educators).

172 Every school in this country is required to conduct a criminal background check of all applicants
before a teacher is hired. See, e.g., MO ANN. STAT. § 565.090(2) (West 2010) (exemplifying these
requirements).

173 See Andrea Cohn & Andrea Canter, Bullying Facts for Schools and Parents, NASP ONLINE,
http://www.nasponline.org/resources/factsheets/bullyingfs.aspx (last updated Oct. 07, 2001) ("school
personnel often ignore bullying").

174 Franks, supra note 140.
175 One principal commented:

The biggest fears for me as an educator are when I get in on Monday of what happened
over the weekends because I don't control the weekends as much as I can control the
safety and well-being of my students during the week. And it's - it's a scary thing these
days . . . these things affect our daily you know educational environment. For us to turn
back on these events in the Facebook and that you went through is just - it's -we can't do
that.

http://www.cga.ct.gov/2009/cddata/chr/2009ED-00309-ROOI 330-CHR.htm
76 Zande, supra note 14, at 125-26.
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performance or access to school services. .. .whether or not the use [of technology]
occurs on or involves school property."' 77 In other words, school officials in
Vermont would be statutorily mandated to discipline any student who engages in
acts of cyberbullying that affect another student in the school, regardless of where
the cyberbully committed his harmful torments. Laws such as Vermont's "would
give schools expansive authority to punish cyberbullying that is generated off-
campus" on a private computer. 178 However, teachers who are facing civil liability
for failing to act under laws such as Vermont still are protected by qualified
immunity if they file a report or inform the school administrator without having to
worry about future consequences against the victim. If instead the Vermont law
held that teachers who failed to adequately address the off-campus cyberbullying
incident were subjected to possible jail time and a criminal record, teachers would
have a much greater incentive to proactively take appropriate measures to
safeguard the child victim.

1. Opponents' Viewpoint

As with any progressive change to the way educators view their role in
schools, there are several critiques regarding criminalizing a teacher's nonfeasance
when it involves off-campus cyberbullying incidents. One downside to punishing
either the bully or the school official under criminal sanctions is that the victim
would not receive compensation for his injuries. Opponents will also likely argue
that holding school officials criminally liable will create a chilling effect:
individuals who would have entered into a teaching career might hesitate to join the
profession if teachers could be held criminally liable. 179

Moreover, opponents to anti-cyberbullying legislation fear that giving
schools greater authority over students' actions and speech extending off-campus is
essentially limitless. Under this view, no student in the privacy of his home can
write controversial or private statements without worrying that such speech may be
considered disruptive at school.18 0 Those against these statutes feel that students
will be punished for their off-campus speech simply based on how others react to
it. 181 One district court signaled its reluctance to intervene "any time a child
skinned his knee on the playground or was beat up by the school bully."1 82 To do

177 H.B. 486, 69th Leg., Biennial Sess. (Vt. 2007).
178 King, supra note 94, at 863.
179 See generally Sarah Jameson, Cyberharassment: Striking a Balance Between Free Speech and

Privacy, 17 COMMLAW CONSPECTUS 231, 233 (2008) (if laws are "too broad, it threatens to chill forms
of speech and potentially violate the First Amendment").

80 See Frank D. LoMonte, Censorship is Bullying, FIRST AMENDMENT CENTER,
http://archive.firstamendmenteenter.org/analysis.aspx?id=21421 (last visited Nov. 5, 2010); see also
Beckstrom, supra note 58.

181 See LoMonte, supra note 180.
182 Dorothy J. v. Little Rock Sch. Dist., 794 F. Supp. 1405, 1414 (E.D. Ark. 1992).
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so, it said, would be to turn teachers into "policemen or even prison guards."l 83

Even the Supreme Court of the United States has expressed concern that schools, if
given complete power to control student speech, would convert schools into
"enclaves of totalitarianism."1 84

Yet those critics seem to have forgotten that the schools are protecting
students from hateful and harassing speech because "[w]hen even one adult turns
his back on bullying, in cyberspace or real space, he is giving this destructive
behavior his covert approval." 85  Moreover, "off-campus cyberbullying is
substantially disruptive to the school [resulting from] the harm imposed upon the
victim, which [in turn] negatively affects the victim's in-school social and
educational performance."' 86 As one commentator correctly asserted:

The right for one student to feel safe and comfortable in the school setting
should outweigh another student's right to make offensive remarks .... If
allowing schools to discipline children for cyberbullying incidents will
encourage students to 'monitor their thoughts and statements' and have a
'chilling effect' on the type of harassment and bullying taking place on the
web sites of school children, it may not be such a bad thing.'87

Essentially, cyberbullying could cause physical retaliation on school grounds,
could weaken the school community morale, cause frustration among parents and
school officials as to how best to prevent and punish this problem, and create fear
among students because of the aggressor's anonymity. 188 Finally, as the modern
times are becoming more complicated, with new technologies always on the
horizon and with national tragedies involving school violence piercing the national
consciousness, legislators, policymakers, and educators must be able to evolve and
look forward to new solutions to ending cyberbullying rather than simply relying
on what has been tried, and what, ultimately, has failed.189

2. If Teachers Were Held Criminally Liable, Phoebe Prince Would Most Likely
Be Alive Today

The superintendent of the school district in which Phoebe's school is located,
stated:

Many people feel that there has to be somebody to blame, somebody has to
be responsible. And in this situation it is very hard to blame. You can't

83 Id
184 Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 511 (1969).
185 Jonathan Fast, Should Schools Police Cyberbullying?, N.Y. TIMES, July 5, 2010, at A16.
186 Turbert, supra note 67, at 677.
187 Erb, supra note 63, at 283-84.
188 Id.
189 See generally Andrew Brownstein, The Bully Pulpit: Post-Columbine, Harassment Victims Take

Schools to Court, 38 TRIAL 12 (2002). In 1999, two students at Columbine High School killed twelve
students and one teacher.
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blame the kids because they are kids. So you look to the adult community
and you say that the adult community should have protected her.190

If Massachusetts had an anti-cyberbullying statute in accord with this Note's
suggestion, one in which the school officials who turned a blind eye to Phoebe's
constant cries for help would be charged as criminals for violating the law, it is
likely that Phoebe would still be alive to this day.

Had there been such a statute, the teacher who abandoned Phoebe in the
hallway after Phoebe entered the classroom in tears would have known that she had
to follow the guidelines and protocols that a school official must take once she is
aware of the cyberbullying as required by the statute, described below, to avoid
criminal penalties. Perhaps when Phoebe's mother informed the school on two
separate occasions that her daughter was being tormented on the Internet by fellow
classmates, the school would have felt compelled to take an affirmative stance to
protect Phoebe so that the individual school officials would avoid a hefty fine or
even jail time. 19 1

The anti-cyberbullying statutes that would criminalize teachers for not taking
any proactive or reactive steps in response to known cyberbullying incidents are
necessary to create an immediate response around the country to put an end to this
terrible epidemic. There must be an explicitly defined system in the criminal
statute describing the steps a school official must take where there is cyberbullying.
While it may seem extreme and perhaps even radical to hold officials criminally
liable, the next section will show that every state already contains a statute
subjecting professionals to criminal liability for failure to report suspected child
abuse. Such mandated reporter statutes should be used as a model when drafting
the proposed statute.

C. How to Operationalize a Statute that Holds School Officials Criminally Liable

The state anti-cyberbullying statutes should be more like those governing
child abuse, which require a broad range of professionals, such as doctors and
teachers, to report suspected abuse to a state authority. 192  Failure to report
suspected abuse results in a criminal penalty with the rationale that "[m]isdemeanor
penalties are adequate to compel reporting."1 93 Symptoms of child abuse and

190 The Trials of Phoebe Prince, CBC NEws NETWORK, http://www.cbc.ca/documentaries/
passionatceyeshowcase/20 l/phoebeprince/.

191 A psychologist shares this view:
I would add that teachers, the principal and the administration should be subject to
criminal charges as well . . . , because the bullying was common knowledge for months,
and the girl's mother twice complained to school staffers. Some bullying was even
witnessed by teachers. It's time to rise up and counter this vicious free-for-all going on
in our schools.

Dr. Laura Schlessinger, Spoiled Brats Are the New Bullies, THE DR. LAURA BLOG (Apr. 12,
2010, 6:00 A.M.), http://www.drlaurablog.com/2010/04/12/ spoiled-brats-are-the-new-bullies/.

192 See, e.g., N.Y. Soc. SERV. LAW §§ 413, 420 (McKinney 2010).
193 Steven J. Singley, Failure to Report Suspected Child Abuse: Civil Liability of Mandated
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cyberbullying are similar, if not identical: victims of cyberbullying and child abuse
exhibit impairment of emotional, and sometimes physical, health including
depression, anxiety, absence from school, and suicidal tendencies. 194 Additionally,
"[i]f it is true that some staff members were told [about] and/or witnessed bullying
and did nothing, they, too, must be held accountable in a court of law" because
"[e]ducators are mandated reporters of suspected child abuse."' 95 Physicians, too,
have a mandated duty to report signs of abuse because they are "in the best position
to observe a finding consistent with child abuse."1 96 Therefore, it logically follows
that teachers, who are in daily contact with their students, are in an even better
position to identify signs of cyberbullying. If every state in this country has a
similar law that mandates teachers and physicians to report suspected abuse, then
teachers who are aware of cyberbullying but fail to report such incidents should be
subjected to the same criminal liability as mandated reporters who fail to file a
report.

One critique of the mandated reporter laws, and likely a critique that would
occur following the passage of the anti-cyberbullying statute proposed in this Note,
is that such laws result in overreporting because of the vague, expansive, and
lenient reporting requirements within the state statutes.197  As a result, child
protective agencies use significant resources and devote substantial time and
money investigating unsubstantiated reports and are thus "increasingly unable to
protect children in real danger."' 98 However, overreporting is a minor concern
when weighed against the significant benefits of these mandated reporter statutes,
which "provide for the protection of children who have been subject to physical,
mental, or emotional abuse ... by encourag[ing] the reporting of suspected child
abuse" and by ensuring the thorough and prompt investigation of these reports. 199

The child protective agencies are well-experienced and well-equipped to handle
overreporting, as the laws have been successfully implemented for over forty years.
Using the same premise underlying the mandated reporter statutes, which is
ultimately to protect children from any emotional and physical harm, the next
section details what an effective anti-cyberbullying statute should require.

D. What a Proposed Statute Should Entail

The goal of the proposed anti-cyberbullying statute is to provide school
officials with explicit directions on how to recognize when cyberbullying is

Reporters, 19 J. Juv. L. 236, 246-47 (1998).
194 See CHILD WELFARE FACTSHEET, http://www.childwelfare.gov/pubs/factshects/signs.cfm (last

visited Jan. 10, 2011).
195 Letter to the Editor, How to Stop Bullying in the Schools, N.Y. TIMES, Apr. 3, 2010, at A16.
196 Wallis By and Through Wallis v. Spencer, No. 94-56434, 1996 WL 413660, at *2 (9th Cir. July

23, 1996).
197 Singley, supra note 193, at 239.
198 Id. at 239-40.
199 KAN. STAT. ANN. § 38-1521 (West 2010).
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occurring and what to do in order to prevent the hateful acts from happening again.
Thus, in order to be most effective, the statute should include detailed
circumstances describing the warning signs of when cyberbullying is occurring. 200

Moreover, in light of the varying degrees of each cyberbullying incident and levels
of knowledge that the official had regarding the electronic attacks, different
penalties should be imposed to appropriately reflect these distinctions. Each state
could also differ on the punishments; for example, in one state, a teacher who
violates the anti-cyberbullying statute might be guilty of a petty offense, punishable
by a minor fine, whereas in other states, it could be considered a misdemeanor,
punishable by up to one year in jail. In addition to the individual statutory
elements 20 1 required so that the school official's action, or lack thereof, is deemed
criminal, there are several other key parts that should be included in the anti-
cyberbullying statutes. Though each state should gear its statute based on extensive
research and recommendations from its own school boards, parents, teachers,
administrators, and other policy makers, the statutes should have four uniform
factors: 1) a clear definition of cyberbullying; 2) requirements that all officials
report incidents of cyberbullying; 3) a mandatory schoolwide anti-cyberbullying
curriculum; and 4) schools must publish the statute.

1. A Clear Definition of Cyberbullying

School officials often hesitate to act because school discipline codes and state
laws do not explicitly define cyberbullying. 202 Additionally,

[B]ecause physical violence . . . [is] relatively easy to recognize . , the
main difficulty in crafting an anti-bullying statute is being able to
constitutionally prohibit and sanction verbal bullying . . . . Therefore, an
effective anti-bullying policy must address the myriad types of bullying
and the different effects such bullying can have on students.203

Teachers should be able to identify whether a student's action constitutes
cyberbullying based on the extensive definitions and examples that would be
provided in the statute. By including a clear definition of cyberbullying in the anti-
bullying statute, schools will be able to "intervene more quickly and decisively and
make it clear that authorities do have the right to take action . . . . It will also put
schools on notice that they can't be passive about [cyberbullying] when it is
identified."204

200 See discussion supra Part LA (describing the physical and emotional tolls taken on a
cyberbullying victim).

201 Statutory elements include the school official's mens rea, actus reus, and in some states, criminal
negligence.

202 Hoffman, supra note 21.
203 Speraw, supra note 157, at 1152-53.
204 Grace E. Merritt, Legislators Craft Bills on Cyberbullying; Want Schools to React More Quickly

to Incidents, HARTFORD COURANT, Feb. 2, 2011, at Al.
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In addition to a detailed definition of cyberbullying, an effective statute
should include the substantial and material disruption standard established in
Tinker because "the effects of cyberbullying invade the rights of its victims and
their performance in the classroom."205 The Tinker standard, especially following
the Wisnewiski decision-in which the court extended Tinker to apply to incidents
occurring off school grounds-permits schools to validly discipline off-campus
cyberbullying without violating the student's First Amendment rights.

2. Officials Should be Required to Report All Cases of Cyberbullying

A school official who is placed on notice of cyberbullying and does not
report the incident in the manner detailed by the state law would be in direct
violation of the statute and thus subject to criminal liability. It is therefore essential
that the statute include a designated reporting process so schools have a method of
reporting bullying incidents to ensure that the acts are properly investigated.2 06

Arizona's anti-cyberbullying law exemplifies such a reporting requirement because
it requires school officials to report incidents of cyberbullying to the parents, school
principal, school district, and-if the incident involves physical harm-to law
enforcement agencies.207 According to the bill, any school employee who fails to
report bullying would be disciplined.20 8 Likewise, school districts might develop a
beneficial mandated reporting system using a flowchart to help school principals
"determine whom they should contact based on various alleged bullying
activities." 20 9 To better hold schools or school officials accountable, the anti-
cyberbullying statute could also include a requirement that each school appoints an
anti-cyberbullying specialist from the school staff, or the school could create a
school safety committee whose sole job would be to investigate acts of
cyberbullying. 2 10

3. A Cyberbullying Prevention Curriculum Should be Mandatory

In order to have systemic change nationwide, schools must be required to
have an anti-cyberbullying prevention program mandated by each individual school
district that "recognizes the problem and is committed to doing something about it .
. . . Schools need to have an overall culture where there is a program in place,

205 Turbert, supra note 67, at 676.
206 See Alex Bloom, Mass. School Districts Near Completion ofAnti-Bullying Plans, EAGLE TRIB.,

Dec. 12, 2010.
207 See Alia Beard Rau, Arizona Bills Take Aim at Bullying in Different Ways, ARIz. REPUBLIC, Feb.

13, 2011, at Bl.
208 See id.
209 See Rachel Lebeaux, Antibullying Policy Ready for Airing, Bos. GLOBE, Nov. 14, 2010.
210 See Merritt, supra note 204 (discussing a recent bill in the CT Senate addressed at curbing

cyberbullying). For example, New Jersey's bullying statute, heralded as the "nation's toughest law
against bullying and harassment in schools," requires schools to appoint anti-cyberbullying employees.
Richard Percz-Pcna, Stricter Law on Bullying in New Jersey, N.Y. TIMES, Jan. 7, 2011, at A 18.
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which sets the tone for what should occur when bullying happens." 2 1 I To
effectively teach the prevention curriculum to their students, the school officials
would be forced to educate themselves about the dangers of cyberbullying and
about how to observe signs in students that cyberbullying is occurring or has
already occurred. Legal scholar Daniel Weddle accurately summarized the
importance of schools taking a proactive approach to preventing cyberbullying by
changing a school's culture:

While it may sound as though nothing can be done to solve the problem of
bullying, quite the reverse is true. Bullying in any school can be reduced
dramatically in a single year if the school is willing to implement proven
strategies that target the bullying culture in the school. The secret seems to
be twofold: first, the administration must take a strong, focused, and
sustained lead in implementing a proven bullying prevention program;
second, the program must engage the entire school community in a
coordinated effort to transform the school's bullying culture. 212

The prevention curriculum would be aimed at educating teachers and
students about the dangers of cyberbullying and outlining guidelines to prevent it.
Rather than just requiring teachers to report incidents of cyberbullying, the
prevention program would enable teachers to take additional steps to help protect
students from further harm, while at the same time it would allow teachers to
counsel the cyberbully in an attempt to remediate future acts against other students.
In fact, research shows that bullying and other types of violence can be reduced by
encouraging empathy-the ability to put oneself in another person's
shoes-through these programs in school.2 13

4. Requirement that Schools Publish the Cyberbullying Statute

Publishing the comprehensive anti-cyberbullying statute would better inform
teachers of how to observe, intervene, and respond quickly to any acts of
cyberbullying without any excuse that they were not aware of their legal duties.2 14

Most importantly, publishing the statute and the school's anti-cyberbullying policy

211 Megan Gordon, SW Valley Teen's Anti-Bullying Bid Began With Tragedy, ARIz. REPUBLIC, Feb.
2, 2011, at 9. Currently, such a requirement has already been implemented in the Seattle Public School
District. See Elizabeth M. Economou, Not Just on the Playground Anymore: Seattle Schools Fight Web
Bullies, SEATTLE POsT-INTELLIGENCER, Apr. 26, 2010, available at http://www2.seattlepi.
com/articles/418720.html.

212 Daniel B. Weddle, You're On Your Own, Kid ... But You Shouldn't Be, 44 VAL. U. L. REV.
1083, 1088 (2010).

213 Maia Szalavitz, How Not to Raise a Bully: The Early Roots of Empathy, TIME, Apr. 17, 2010,
available at http://www.time.com/time/health/article/0,8599,1982190,00.html. One example of a
successful curriculum is the Olwous Bullying Prevention Program, whose underlying goal is to change
the culture of the school through weekly classroom meetings that discuss student behavior; there is also
a protocol for bullying response where every incident of bullying gets reported. OLWEUs BULLYING
PREVENTION PROGRAM, http://www.olwcus.org/public/index.page.

214 Jennifer Dounay Zinth, Anti-Bullying Legislation: Trends and Issues, EDUCATION COMMISSION
OF THE STATES, 32 (Dec. 14, 2010), www.ncsl.org/documents/health/bullyslides.pdf.
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so that it is publicly available makes it impossible for teachers to claim they were
not aware of the potential criminal liability that could result from a failure to follow
the statute's mandates. It would also signal a powerful message to the student body
that the school officials consider cyberbullying to be a serious offense, which in
turn should change the culture of the school for the better. The Arkansas
cyberbullying statute is representative of a proper heightened notice requirement:

Notice of what constitutes bullying, that bullying is prohibited, and that the
consequences of engaging in bullying be conspicuously posted in every
classroom, cafeteria, restroom, gymnasium, auditorium, and school bus in
the district; and [r]equire that copies of the notice of what constitutes
bullying, that bullying is prohibited, and that the consequences of engaging
in bullying be provided to parents, students, school volunteers, and
employees. 21'

In addition to the locations designated by the Arkansas law, schools should
publicize their policies in the student handbook and on the school's website so that
teachers and students alike are constantly reminded about the gravity of
cyberbullying.

Based on the uniform criteria listed above along with each state's own
criminal punishment, such as whether the nonfeasant teacher will be charged with a
misdemeanor or simply a criminal infraction, school officials should have a much
greater idea of how to identify cyberbullying and what to do in order to assist and
protect the victim from further harm. Essentially, each state's expansive anti-
cyberbullying statute would provide teachers with the authority to go beyond the
schoolhouse gates with the deterrent that if they fail to take action pursuant to the
statute, they will be subjected to criminal liability. The ideal criminal anti-
cyberbullying statute should be clear enough so that all school officials in every
state know exactly what is expected of them as educators so that no teacher is ever
actually charged with violating the statute for failing to act.

CONCLUSION

Elementary, middle, and high school students across this country, armed with
cellular phones and computers, have been increasingly engaging in an electronic
phenomenon known as cyberbullying. As demonstrated by Phoebe Prince's
tragedy, cyberbullying is a rapidly growing problem plaguing millions of students
across this country, and it has taken form via text messages, e-mails, chat rooms,
instant messaging, and social networking websites. In response to this new cyber-
epidemic that is infecting students and schools everywhere, state legislatures have
attempted to develop new, yet generally unsuccessful laws to tackle this problem.
Similarly, the federal and state courts are battling to develop standards in regulating
off-campus student cyberspeech by providing schools with more power to regulate

215 ARK. CODE ANN. § 6-18-514(c)(F)-(G) (West 2010).
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such off-campus and online student speech. Based on recent federal case law,
school officials have the authority to restrict harmful and derogatory student speech
that takes place off-campus and that is also directed at other students in the school,
as long as it is brought to the attention of those officials.

Neither federal nor state laws have been effective at protecting cyberbullying
victims. And while the victim can theoretically resort to civil remedies against the
bully and school district in tort or federal actions, these remedies merely provide a
band-aid and not a long-term solution to ending cyberbullying. Therefore, parents,
legislators, and policy makers must re-examine the current approaches to curbing
cyberbullying, particularly in jurisdictions that explicitly refuse to hold schools
liable for failure to prevent cyberbullying behavior. Such statutes must hold
teachers criminally liable for failing to comport with specific requirements that
would statutorily oblige teachers to take certain actions if they become aware of
such bullying. Only if a teacher disregards these steps should she be held
criminally liable under the proposed statute. Although school officials are not
expected to police the Internet for possible cyberbullies that attend their schools,
they would be charged with a crime for doing nothing to protect their students once
they are on notice.

Because cyberbullying incidents are on the incline, having such a drastic
remedy by threatening teachers with criminal penalties might be the only solution
to finally ending cyberbullying nationwide. Teachers must be willing to tackle a
new role in their already intricate job descriptions-the role of protector for
students who are constantly being attacked by cyberbullies. By imposing a legal
duty to protect students from cyberbullies, school officials will become empowered
to effectuate their educational duties in a welcoming environment where students
will feel safer to learn.
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